NHOOPMAIIMOHHASA ITAMATKA JIAA OBYYAIOIUXCA

C KaxIpIM TOIOM MOJIOJEKU B HHTEPHETE CTAaHOBHUTHCSA OOJIbIIE, a INKOJIBHUKHM OJHHU U3 CaMbIX
AaKTUBHBIX I10Jb30Barenel Pynera. Mexay TeM, IOMUMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET
HeceT U NpobiieMbl. JTa MaMsATKa J10JKHA IOMOUb TeOe 0€3011acCHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnpioTepHblif  BUpyC - O3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTPAMM, OTJIMYUTENIbHOM
0COOEHHOCTBIO KOTOPOH ABISETCS COCOOHOCTh K Pa3MHOXKEHHUIO. B omonHeHue K 3ToMy, BUPYChl MOTYT
MOBPEIUTH WU MOJIHOCThIO YHUUTOXUTH BCE (Pailyibl ¥ TaHHBIE, TOJIKOHTPOJIbHbBIE TIOJIB30BATEII0, OT HMEHH
KOTOpOro OblJa 3amylieHa 3apaKeHHas IporpaMma, a TakkKe IOBPEIUTh WM JaXe YHUYTOXUTh
OIIEpaIMOHHYIO CHCTEMY CO BceMU ¢aitiamMu B 11eJ0M. B G0JIbIIMHCTBE Ciy4aeB pacpOCTPAHSIOTCS BUPYCHI
yepe3 UHTEPHET.

MeToabl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Wcnonb3yili COBpEeMEHHBIE ONEpPAMOHHBIE CHUCTEMbI, UMEIOIINE CEPbE3HBIN YPOBEHBb 3alUTHl OT
BPEIOHOCHBIX IIPOTrPaMM;

2. IlocTosinHO ycTaHaBnuBai ma4ytu (nudpoBbIe 3aIIaTKH, KOTOPhIe aBTOMAaTHYECKH YCTaHABIMBAIOTCS
C LIEJbI0 JAOPAa0OTKU MPOTrpaMMbl) U JApyrue OOHOBJIECHHUS CBOEH onepanMoHHON cuctembl. CkauMBai ux
TOJIBKO ¢ O(uIManbHOro caiita pazpadorurka OC. Eciu cymmecTByeT pexxuM aBTOMaTHIECKOTO OOHOBJICHHUS,
BKJIIOYH €r0;

3. PaGoraii Ha cBOeM KOMITbIOTEpE MOJ1 [TpaBaMU MOJIb30BATENS], @ HE aIMUHUCTPATOPA. ITO HE O3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM KOMIIBIOTEPE;

4. MHcrnonp3yll aHTUBUPYCHBIE NPOrpaMMHBIE MPOJAYKTHl HM3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHELIHHE HOCUTENN MHPOPMALIMK, TaKue Kak (ielka, JTUcK win ¢ailyl u3 UHTEepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTkphbIBaii KOMIBbIOTEpHBIE (ailsibl, MOJyYCHHbIE U3 HEHAIC)KHBIX UCTOUHUKOB. Jlaxe Te (ailibl,
KOTOpBI€ MpHCIiai TBOM 3HaKOMBIN. Jlydllle yTOUHU y HEro, OTIPABIISLI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 370 He BHJ TIepeIayun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIb Open, mapka. Emie B 1991 roay
HUJIepIaHACcKas komnaHus 3apeructpupoBana opena "WECA", uto o6o3Hadano cnoBocoueranue "Wireless
Fidelity", koTopblii mepeBoaUTCS Kak ""OeCIIpOBOHAS TOYHOCTh".

Jlo Harmiero BpeMeHH Jionuia apyras abOpeBHarypa, KOTopas sIBJISETCS TaKOW e TeXHOJOorueu. 1o
abopesuatypa "Wi-Fi". Takoe HazBaHHE OBLIO TaHO C HAMEKOM Ha CTaHApPT BBICIIEH 3ByKOBO# TexHukn Hi-
Fi, uTo B mepeBoie 03HayaeT "BbICOKAs TOYHOCTH".

Jla, OecriaTHBI HHTEPHET-IO0CTYI B Kade, OTENIAX U adpoInopTax SIBISICTCS OTIIMYHON BO3MOXKHOCTHIO
BBIXOZIa B MHTepHEeT. Ho MHOrHMe JKcmepThl cuuTarT, uTo obmenoctynHbie Wi-Fi cetm He SBISIOTCS
0€30IIaCHBIMU.

Cosertsl 10 Oe30macHOCTH paboThl B 00menocTynHbix cersix Wi-fi:



1. He mepenasaii cBoro nuuHyro uHbopMariuio depe3 oduienocrynubie Wi-Fi cetu. PaboTas B HuX,
KeJaTeJIbHO He BBOAMUTH MAPOJIH JIOCTYIIA, IOTHHBI H KaKHE-TO HOMEpa;

2. Ucnionb3yil 1 OOHOBJISI aHTHBUPYCHBIE MPOTPaMMBbI M OpaHaMayep. Tem caMbIM Thl 00€30NacHIlTb
ce0s OT 3aKauKH BUpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonn3oBannu Wi-Fi otkiaroun ¢pynkiuro "OOmumi goctyn K ¢aiinam u npuatepam". Jlanuas
GYHKIMS 3aKpbiTa MO0 YMOJYAHUIO, OJHAKO HEKOTOPHIE IIOJIB30BATENN aKTUBHPYIOT €€ Ui yIoOcTBa
MCIIOJIb30BaHUs B paboTe Win yueoe;

4. He ucnons3yit myomuunsii WI-FI mist mepemaun JUYHBIX J@HHBIX, HalpuUMep JUIsl BBIXOJa B
COLIMAJTIbHBIC CETH UJTH B 3JIEKTPOHHYIO TOYTY;

5. Ucnonb3yii ToNbKO 3anuiiieHHoe coenunenne yepe3 HTTPS, a ue HTTP, 1.e. nmpu Habope BeO-aapeca
BBOIM UMeHHO "https://*;

6. B MmoOmibHOM Teedone otkioun ¢pyukiuio "Ioakmouenue k Wi-Fi aBTomarndecku". He momyckait
ABTOMATHYECKOT0 MOJKIFUeHHs ycTpoiicTBa K cetsim Wi-Fi 6e3 TBoero cornacus.

CounajnHble CeTH

COHHaJII)HI)Ie CCTU aKTUBHO BXOJAT B HAlly KU3Hb, MHOT'HC JIFOAU pa60Ta10T H JXUBYT TaM IIOCTOSAHHO,
a B Facebook YK€ 3apCruCcTpupoOBaH MHUJUIMAPA YCIIOBCK, YTO SABJIACTCSA OI[HOI71 CC,I[LMOI71 BCEX JKUTENCH
IUTAaHEeThl. MHOI'ME I0Jb30BaTEIN HE INOHHUMAKT, 4TO HHq)OpMaHHﬂ, PasMCIICHHAA UMW B COOUUAJIBHBIX CCTAX,
MOJKET OBITH HaﬁneHa " HUCIIOJIb30BaHa K€M YIroaHO, B TOM YUCJIC HC 00s13aTeNIbHO ¢ OJaruMu HaMCPCHUAMMU.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLMAJIBHBIX CETAX:
1. Orpanuyb CUCOK Apy3ei. Y Te0s B IPYy3bsiX HE JOJDKHO OBITh CIyYailHBIX U HE3HAKOMBIX JTIO/ICH;

2. 3amuiail cBOr 4acTHYIO kHu3Hb. He yka3piBail maposu, TenedoHsl, agpeca, AaTy TBOETO POXKICHUS
U JIpYTYIO JUYHYI0 UH(POPMALUIO. 3II0YMBIIUIEHHUKH MOTYT MCIOJIb30BaTh Aa)ke HH(POPMALHIO O TOM, KaK
TBI U TBOU POJUTENN INIAHUPYETE MIPOBECTH KAHUKYJIBI,

3. 3ammumiail cBOI pemyTaluio - Jep>KU €€ B YHCTOTE M 3a/aBail cebe BOMPOC: XOTeN Obl ThI, YTOOBI
JpyTHeE MOJIb30BaTeNN BUJIENH, UTO Thl 3arpyxaeib? [logymaii, mpex/ie yeM 4To-To OnyOJnKOBaTh, HAIUCATh
U 3arPY3UTh;

4. Ecnu Thl TOBOPHUILB C JIOJbMHU, KOTOPHIX HE 3HAEIllb, HE UCIOJIb3YH CBOE PEaJIbHOE UMS U JIPYTYIO
JMYHYI0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eOBbl U MPoYee;

5. U36erait pazmenienust Gororpaduit B aTepHETE, TI€ THI M300paKEH HAa MECTHOCTH, IO KOTOPOI
MOXHO OINPEACIIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu perucrpanuy B COIMATBHON CETH HEOOXOIMUMO HCIIOIb30BATh CIOKHBIE MTAPOIIH, COCTOSIINE W3
OyKB U IU(p U ¢ KOJTMYECTBOM 3HAKOB HE MEHee §;

7. Anst cormanbHOM CETH, TIOUTHI M PYTHX CAUTOB HEOOXOAUMO HCIIOIH30BaTh pa3Hbie mapoin. Tormaa
eclu TeOst B3JIOMAIOT, TO 37T0OYMBIIUICHHUKH MOIY4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE JeHbIU

DJEeKTPOHHBIE JCHBI'H - 3TO OYEHb YIOOHBIA CIOCOO IMJIaTeXel, OJHAKO CYIIECTBYIOT MOILICHHUKH,
KOTOPBIE XOTAT MOTYYUTh 3TH JAECHBIU.

DJIEKTPOHHBIE I€HBIU MOSBUWINCH COBCEM HEJIaBHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX rOCyJapcTBaXx /10
CHX TOp HE MPOMKCAHO MPO HUX B 3aKOHAX.



B Poccun ke oM (hyHKITMOHHUPYIOT U O HUX YK€ TIPOMUCAHO B 3aKOHE, TJIE MX Pa3/IeNISIOT Ha HECKOJIBKO
BUJIOB - aHOHUMHBIE U HE aHOHHMMHbIE. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercs
MPOBOANTH OTepanuu 0e3 uACHTU()UKAINH MTOJIb30BaTENs, & B HEAHOHUMHBIX HICHTU(GUKALINS TIOTB30BATEIS
SBIIAETCS 0053aTENBHOM.

Takxe ciieyeT pa3iudaTrh JJICKTPOHHBbIC (DUATHBIC NEHBIW (PaBHBI TOCYIAPCTBEHHBIM BAIIIOTaM) U
ANIEKTPOHHbBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 OE30IACHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. IpuBsoku K cyeTy MOOWIBHBIN TeneoH. DTO caMblii yAOOHBINH U OBICTPBIN CIIOCOO BOCCTAaHOBUTH
noctym K cuety. [IpuBs3aHHbIi TeaedOH MOMOXKET, eCiy 3a0y/IelIb CBOM TUIATEKHBINA MApOJh WU 32l 1eIIb
Ha CallT C HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnone3yii oqHopasoBbie apoiu. [locie nepexoa Ha yCHICHHYIO aBTOPHU3AIIMIO TeOe yKe He OyaeT
yrpOKaTh OMACHOCTh KPa)KH WM TIepeXBaTa ILIATeKHOTO MapoJis;

3. Beibepu cioxHbIl maposs. [IpectymHukam OyaeT He POCTO yraJiaTh CIOXKHBINA Mapois. HamexHbie
MapoJjx - 3TO MAPOJIU, KOTOPBIE COJAEPIKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOIUCHBIE
OyKBbI, IU(PPBI ¥ HECKOIBKO CHMBOJIOB, TAKHE KaK 3HAK MoJuiapa, (pyHTa, BOCKIMIATEIBHBIA 3HAK U T.II.
Hanpumep, $tRONg!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSEILb.
DJIEeKTPOHHAS MOYTA

DJNEeKTpOHHAs MoYTa - ATO TEXHOJIOTUS U IIPEJOCTABISEMbIE €10 YCIYTU O MEPECHUIKE U MOITYUYEHHUIO
ANEKTPOHHBIX COOOIICHUN, KOTOPbIE PACHpPENENIIOTCs B KOMIBIOTEpHOH ceTh. OOBIYHO SIEKTPOHHBIH
MOYTOBBIA SAIIMK BBITJSIUT CIEAYIOMIUM 00pa3oM: HMs_TOJb30BaTEIA(@WHUMS_JIOMEHa. Takke Kpome
nepeayu MPOCTOTro TEKCTa, UMEETCsl BO3MOXKHOCTD IMepeiaBath (haiibl.

OCHOBHBIE COBETHI 110 6€30MaCHOM padoTe ¢ IIMEKTPOHHOU MTOUTOM:

1. Hazo BbIOpaTh MpaBUIIBHBIN MMOYTOBBIN CepBUC. B MHTEpHETE ecTh OrpOMHBIN BBIOOP O€CIIaTHBIX
MIOYTOBBIX CEPBHUCOB, OJHAKO JyYIll€ JJOBEPATH TEM, KOI'O 3HACIIb M KTO NEPBBIN B PEUTHHTE;

2. He yka3piBall B JM4yHOM mouTe JsM4HYr0 uH(opmanuto. Hampumep, nydme BbIOpaTh
"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Hcnonp3yil ABYX3TAmHYK aBTOPHU3AIMI0. DTO KOTJa MOMHMO Mapoiisi HY)XHO BBOJIUTH KO,
pucbUIaeMbIil mo SMS;

4. BeiOepu CIOXHBIH Mapoib. s KakIOro MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOW HAJI@KHBIM,
YCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIlMCaTh caMoOMy CBOM JIMYHBIMN BOIIPOC, I/ICHOJIBS}/ﬁ 9TY BO3MOXHOCTD,

6. Mcnionp3yii HECKOJIBKO ITOYTOBBIX SNTUKOB. [IepBbIii 17151 4aCTHOM MEPENUCKH C aApecaTaMy, KOTOPhIM
THI JIOBEpSICIIb. DTO JIEKTPOHHBIN a/ipec He HaJl0 UCTOIb30BaTh MPU PETUCTPALIUH HA GOopyMax U calTax;

7. He oTkpbIBail ¢ailsibl 1 Ipyrue BIOXKEHHs B MHCbMax, JAa)Ke €ClIM OHM MPUIUIA OT TBOUX JIPY3€eH.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIK OHU TeOe 3TH (paiiibl;

8. Ilocie okoHuaHUsT pabOTHI HA MIOYTOBOM CEPBUCE MEpe] 3aKPHITHEM BKJIAJKH C CAaTOM HE 3a0y/Ib
Ha)xaTh Ha "BriiTu".

Ku0epOyJuIMHT WM BUPTYAJIbHOE H3/1€BATEIbCTBO



KubepOymnuHr - mpecienoBaHHe COOOIICHUSMH, COJEPKAIIMMHU  OCKOpPOJICHUS, arpeccuio,
3allyTUBAHUC; XYJIMTaHCTBO, COLITMAJIbHOC 60ﬁKOTHpOBaHHC C MOMOMIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OCHOBHBIE COBETHI 110 O0pPKOE C KHOEPOYILTUHTOM:

1. He Opocaiicst B 60ii. JIyummii crmoco0: mocOBETOBATHCS Kak ce0s BECTH M, €CIIM HET TOTO, K KOMY
MOYHO 00paTHUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECIM ThI HAUHEIb 0TBEYATh OCKOPOICHUSIMH Ha OCKOPOJICHUS,
TO TOJIBKO €lIe OOJIbIIIE Pa30MIKEIb KOHIIUKT;

2. Yrpasisii cBoel KubeppenyTaiuei;

3. A"oHuMmHOCTh B ceTd MHHUMAas. CyIEeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUAN 00pa3 BUPTYaIbHOU XMU3HU. IHTEpHET (PUKCHUPYET BCE TBOU JICHCTBHS
U COXpaHseT uX. Y JaIuTh UX OyJeT KpailHe 3aTpyAHUTENBHO;

5. Cobmro1ali CBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. Urnopupyit enunuuHblii HeraTtuB. (OJHOpPa30BbIE OCKOPOUTEIbHBIE COOOIIECHUS JIydIle
UTHOpUpOBaTh. OOBIYHO arpeccHst MPEeKpaIIaeTcs Ha HaYaIbHOM CTa/Iny;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLICHHMSIMU, B COLIMATBHBIX CETSIX €CTh
BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIECHHI C ONPEeTICHHBIX aPECOB;

8. Ecau THI CBUICTCIIb KI/I6Cp6y.]'IJ'II/IHFa. TBou HeﬁCTBHHZ BBICTYIIUTH IPOTHUB IIPECIICAOBATEIIS, [IOKA3ATh
€My, 4TO €ro I[CI\/'ICTBI/IH OLCHUBAIOTCA HETaTUBHO, MOAACPKATE KCPTBY, KOTOpOﬁ HYXHa MCHUXOJOTNYCCKasa
nmomMouib, COO6H_[I/ITB B3pPOCIIBIM O (baKTe arpe€CCUBHOTO MMOBCACHUS B CCTH.

MoOuabHbIi Tes1eoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COAepkKaT B cede BIOJIHE B3pOCIbId (DYHKIIMOHAT, U TENeph
OHHM MOTYT KOHKYPHUPOBaTh CO CTaIlMOHAPHBIMU KOMITbIOTepaMu. OIHAKO, CPEJICTB 3aIIUTHI JIJIsl TTOJT0OHBIX
YCTPOMCTB IMOKa OYEHb Majio. TeCTUPOBAHUE U NTOMCK YSI3BUMOCTENW B HUX IPOMCXOJUT HE TaK UHTEHCHUBHO,
kak juist [1K, To sxe camoe kacaercs 1 MOOMIIHbHBIX TIPHIIOKEHHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MpPaKTHUeCKH AOTHAIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacipenre pyHKIIMOHaIa BIeYeT 32 COO0M OOJBIITYIO CIOKHOCTh M MEHBITYIO 3aITUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTEINH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH JUIS
CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIsA 0e30MacHOCTH MOOUIIEHOTO TCJIe(I)OHaZ

Huuero He siBIsieTcs mo-HACTOAIIEMY OECIUTATHBIM. Bynb OCTOpPOKEH, BeAb Korja TeOe MpeaiararoT
OecrIaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHE-TO TUIATHBIE YCIYTH;

Hywmaii, mpexne uem otnpaButh SMS, doto nimm Bugeo. Trl TOYHO 3HACHID, TJIE OHU OYIyT B KOHEYHOM
urore?

Heo6xoamumMo 0OHOBIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB;

He 3arpyail mpuiaoxeHHss OT HEHM3BECTHOI'O MCTOYHHKA, BEAb OHU MOTYT COJCP)KaTh BPEIOHOCHOE
porpaMMHoOe oOecrieueHue;



[Tocie Toro Kak THI BBIMIEIIB C caiiTa, T/Ie BBOAWI JIMYHYIO HH(OpMaIHio, 3aiiiu B HACTpoiiku Opay3epa
1 yaainu Cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
JaBaii cBoii HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JTOASIM, KOTOPBIX ThI 3HACLIb U KOMY JI0BEpsEIlIb;

Bluetooth momkeH ObITh BRIKITFOUEH, KOT/Ia ThI UM HE MOJIb3yelbesi. He 3a0biBail MHOT1a TPOBEPSTH 3TO.
Online urpst

CoBpeMeHHbBIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS, O0HEIUHSIONINE COTHH
TBICSIY YEJIOBEK 0 BceMy Mupy. Urpoku ucciaenyroT TaHHbI UM MUD, O0IIAI0TCS APYT C IPYTOM, BBITIOTHSIOT
3a/laHMs], CPAXKAIOTCSI C MOHCTPAMHU U TMOJIY4alOT OMBIT. 3a YJAOBOJBCTBHE OHU IUIATAT: MOKYHAKOT JIHCK,
OILJIaYMBaIOT A00OHEMEHT WJIHM MPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpenctBa MOyT Ha MOAJEp)KaHUE U PAa3BUTHE HUIPhI, a TakKe Ha caMmy O€30I1aCHOCTH:
COBEPILIEHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMHM, BBIIYCKAIOTCS HOBble NaTuu (UMQpOBBIE 3amiaTku JUis
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX urpax CTouT Oo1acaTrbCs HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu TBOCTO I1apOJId,
Ha KOTOpPpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAlUN OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1. Ecnu apyroit urpok BeneT cedst II0X0 WU co3AaeT Te0e HENPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

2. Ioxamyiicst aAMUHUCTpPATOPaM UTPHI HA TNIOXOE MOBEIEHHUE ITOTO UTPOKA, JKEJATEIbHO MPHIIOKHUTH
KaKHe-TO JI0Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3bIBaii TMuHyt0 HHGOPMALUIO B Tpodaiine Uurpsl;
4. YBaxkall Ipyrux y4acTHHUKOB II0 UIPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. I10Ka ThI Urpaemib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIUHT WIN Kpaka JUYHbIX JaHHbIX

OObIUHOI KpaXkel JeHer U JOKYMEHTOB CEro/IHs Y)K€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJIOTUI 3JIOYMBILUIEHHUKH NEPEMECTHJINCh B WHTEPHET, W MPOJOJKAIOT 3aHUMAThCA ''THOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WJIM (DHIIMHT, TJaBHAs I€JIb KOTOPOTO
COCTOHT B TTOJIy4YCHUU KOH(UACHIIMATBHBIX JaHHBIX MOJIb30BaTeNeH - IOTHHOB U Taposied. Ha anrimiickom
si3bike phishing unTaercs kak ¢ummar (ot fishing - peidHas o, password - maposs).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Tl Toqo3peBaeiib, 4TO TBOS aHKETa ObUIa B3JIOMaHa, TO
Heo0X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M TTOUCKOBBIX CUCTEM;



3. Ucnionb3yii c10KHbBIE M pa3HbIe Mapoin. Takum o0pa3oM, eciii TeOs B3IIOMAIOT, TO 37I0YMBIIUICHHUKH
NOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0st B3IOMaId, TO HE0OXOIUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOpPBIC T0OABIEHBI Y
TeOsI B JPYy3bsiX, O TOM, YTO TeOS B3JIOMalId U, BO3MOXKHO, OT TBOEr0 MMEHH OyJET pacchlIaThCs CliaM U
CCBUIKH Ha (PUIIMHTOBHIE CAUTHI;

5. YcranoBu HanexHbIi mapostb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Maposi B Opaysepe;

7. He oTkpbiBaii (ailyibl U APyrHe BIOXKEHUS B MUChMax, JaKE€ €CIM OHU IMPHUILIA OT TBOMX JIpYy3€il.
Jlyunie yTo4HM y HUX, OTIIPABJISUIN JIM OHH Te0e 3TH (aiiibl.

Mudposas penyrauus

[ludppoBast pemyranuss - O3TO HEraTUBHAs WIM TO3WTHUBHAs uHpopManus B CeTH O Tebe.
Komnpomerupyromas nHpopmarus, pa3MmelieHHas B UHTEpHETE, MOXKET CEPbe3HbIM 00pa3oM OTpa3UThCs Ha
TBOEH peanbHOM xu3HU. "Lndposas pemyranus” - 3TO TBOM UMUK, KOTOPBIH hopMupyercs u3 HHPOpMaLuu
0 Te0e B MHTEPHETE.

TBoe MecTO KHUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE TOJI0KEHNE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKATIIMBAETCS B CETH.

MHorue noIpOCTKH JIETKOMBICJICHHO OTHOCSITCS K ITyOJIMKAIiK TUYHON nHopmanyu B IHTepHETE, HE
IIOHMMAasi BO3MOXKHBIX HociencTBUM. Thl gake He CMOXeIb J0rajarbCsi O TOM, 4TO QoTorpadus,
pa3MenieHHas 5 JieT Ha3al, cTajla IPUUMHOM OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazMernienue TBoux Gotorpaduil u 1pyrue AeUCTBUS MOTYT HE UCUE3HYTh J1aXe 1ociie
TOT0, KaK Thl MX yJalullb. Thl HE 3HAElIb, KTO COXPAaHUJ 3Ty MH(OPMAIINIO, TIOMajia JIM OHA B MIOMCKOBBIE
CHCTEMBbI U COXPAaHWJIACh JIU OHA, a IJIABHOE: YTO MOAYMAIOT O Te0e OKpY’KaIOLIHe 0N, KOTOPbIe HAUYT U
yBUAAT 3T0. Haiitu nHdopmalivio MHOTO JIET CITYCTsI CMOXKET JIt000H - Kak U3 J0OpbIX MOOYXKIEHUH, TaK U C
HaMepeHHEM NPUYMHUTH Bpea. ITO MOXKET OBITh KTO YIOJHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:
1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaBaTh y ceds B 6J0re UM B COLMAIBbHOM ceTH;

2. B HacTpoiikax npoduiisi ycTaHOBU OIpaHUYEHUS HAa IPOCMOTP TBOET0 NPOUIISl U €ro COAEPKUMOTO,
czenai ero ToJbKo "nis Apy3ei’;

3. He pa3Memaii u He yka3pIiBail HHPOPMAIIUIO, KOTOPAsk MOXKET KOTO-JIMO0 OCKOPOIAThH UM OOMKATh.
ABTOpPCKOE NPaBo

CoBpeMeHHbBIE TIKOJIBHUKH - aKTUBHBIC MOJIH30BaTEIN ITUGPOBOro mpocTpancTBa. OQHAKO JalieKo He
BCE 3HAIOT, YTO MOJH30BAHHE MHOTUMHU BO3MOXKHOCTSIMH ITU(GPOBOTO MUpa TPeOYeT COOMIOACHUS MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIUIEKTyalbHAasi COOCTBEHHOCTH" OTHOCHUTCS K PA3JIMYHBIM TBOPEHHUSM YeJIOBEYECKOTO
yMa, HaulHasi ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAUAIONUX COOCTBEHHOCTh Ha MPOAYKTHI U yCIyTH, U
3aKaH4YMBasi KHUTaMHU, GoTorpadusiMu, KHHOPHIEMAMH U MY3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEIEHUS HAYyKH,
JUTEpaTyppl W MCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOrO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKUI TPyl aBTOpa He OyAET HallPACHBIM, 1aCT €My CIIpaBeAJIMBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3yJbTaTax CBOETO TPy/a, MOJYYUTh U3BECTHOCTh M Hpu3HaHue. Hukro 6e3 paspemieHus



aBTOpa HE MOXET BOCIPOU3BOAMTH €ro IMPOU3BEIEHHE, PACHPOCTPAHATh, IMYOIUYHO JIEMOHCTPUPOBATD,
IIPO/IaBaTh, UMIIOPTUPOBATH, IIyCKaTh B IPOKAT, IyOIMYHO UCIIOIHATH, 10Ka3bIBaTh/UCIIOIHATH B 3(Upe WU
pasmeruars B llurepHere.

Hcnonp3oBanue "mupaTcKoOro' mporpaMMHOro 00ecreueHrss MOXKET MPUBECTH K MHOTHM PHCKaM: OT
MOTEpU JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHMPOBKH TBOETO yCTPOWCTBA, IJIE YCTAHOBJICHA HEJECTaIbHAS
nporpamma. He cTouT Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIC U OCCIUIATHBIC MPOTPAMMBI, KOTOPHIE
MO>KHO HAMTH B CECTH.

O nopraJe
CeteBHUOK.p( - TBOI IIaBHBIM COBETYHK B CETH. 37ECh Thl MOXKEIIb y3HATh O OE30MaCHOCTH B CETH

MOHATHBIM U JOCTYIHBIM A3bIKOM, @ IPY BOSHUKHOBEHUH KPUTHUUECKON CUTYyalluu OOpaTUTHCS 3a COBETOM. A
TaKXe MPUHATH y4acTUE B KOHKYPCaX U CTaTh CAMbIM IIU(POBBIM I'PasKJaHUHOM !



